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RECYCLE Act

Introduced in Senate

B

ipartisan legislation that would create
a federal grant program to educate
residents about recycling has been
introduced to the U.S. senate. S-2941
- the RECYCLE Act, was introduced by U.S.
Senators Rob Portman (R-Ohio) and Debbie
Stabenow (D-Mich.).
The American Forest & Paper Association
(AF&PA) and the Institute of Scrap and
Recycling Industries (ISRI) quickly announced
their support for the bill. Those two
organizations did not support the RECOVER
Act, which was introduced into the U.S. House
of Representatives two days earlier.
“The RECYCLE Act will educate
consumers on the right ways to recycle and
is one of the best ways we can increase the
quantity and quality of paper in the recycling
stream,” AF&PA said in a statement. “We are
thankful for the collaborative work senators
Portman, Stabenow, Collins, Young and Wyden
have undertaken to engage stakeholders on this
important legislation and are eager to work with
all parties to move this bill forward.”
Sens. Susan Collins (R-Maine), Ron Wyden
(D-Ore.) and Todd Young (R-Ind.) are original
cosponsors of the legislation.
The RECYCLE acronym stands for
Recycling Enhancements to Collection and Yield
through Consumer Learning and Education.
The RECYCLE Act would:
Authorize $15 million per year over five
years in grants to states, local governments,
Indian tribes, non-profits and public private
partnerships to educate and inform consumers
and households about their residential and
community recycling programs;
Direct EPA to develop a model recycling
program toolkit for states, local governments,
Indian tribes and partners to deploy in order
to improve recycling rates and decrease
contamination in the recycling stream.
Require EPA to more frequently review
and revise, if appropriate, its Comprehensive
Procurement Guidelines, which designate
products containing recycled materials and
provides recommended practices for federal
agencies to purchase such products.

By ken mcentee
“Our industry has achieved record-setting
paper recovery rates for recycling, but we also
recognize the U.S. recycling system is faced
with challenges that begin at the bin,” AF&PA
said. “Providing grants to fund recycling
education programs is a positive step in
working to dispel recycling myths, discourage
wishcycling and arm consumers with the
resources they need to contribute to a U.S.
recycling success story.”
The RECYCLE Act was introduced two
days after the RECOVER Act was introduced
into the U.S. House of Representatives.
The RECOVER (Realizing the Economic
Opportunities and Values of Expanding
Recycling) Act - HR-5115 - which would allocate
$500 million toward improving the residential
recycling infrastructure, was introduced by
Tony Cárdenas (D-Calif.) and Larry Bucshon
(R-Ind.). The RECOVER ACT would allow
for matching federal grants to eligible states,
municipalities and tribal governments to invest
in improving their recycling infrastructure,
programs and education efforts.
The RECOVER Act supported by a variety
of waste and recycling organizations, but not by
AF&PA and the Institute of Scrap Recycling
Industries (ISRI). ISRI, along with AF&PA,
supports the RECYCLE Act.
“We are in the process of reviewing the
details of the bill,” Brian Hawkinson, AF&PA
executive director - recovered fiber, said when
asked why the trade organization had not
supported the RECOVER Act.
Meanwhile, Robin Wiener, president of
ISRI, said, “At this time ISRI does not support

the RECOVER Act. There are a number of
legislative efforts being put forth in the U.S.
Congress to tackle the current challenges we
are seeing in the nation’s residential recycling
systems, including the need to improve the
quality of the residential recycling stream and
provide incentives for greater market demand
for recyclables.”
Wiener said ISRI supports the following
efforts, which the organization feels contain the
best approaches going forward:
The Portman and Stabenow RECYCLE
Act, which focuses on public education and
awareness to prevent contamination at the
outset; and S. 2260, which passed out of
the Senate Environment and Public Works
Committee in September.
“We are working closely with a number
of Senate and House offices to craft legislation
that most effectively addresses the current
situation and continue to be open to additional
suggestions and efforts to improve our nation’s
recycling infrastructure,” Wiener said.
According to Portman, “Reports have
indicated that consumer confusion on how
to properly recycle is one of the top recycling
challenges and that education and outreach both
increase participation in recycling and decrease
contamination.”
In a joint announcement, Portman and
Stabenow noted that according to U.S. EPA, the
recycling rate in the U.S. is 35.2 percent, and $9
billion worth of recyclable materials are thrown
away each year, which presents a big opportunity
to improve our nation’s recycling systems.
Continued on page 3

Have you started shredding
hard drives and SSD’s yet?

The future is here. Everything needs to be destroyed.
No better time than now to create
new revenue stream for your business

A

LLEGHENY MANUFACTURES a
complete line of powerful hard
drive shredders, providing everything
from 3 HP shredders for those companies just entering into this thriving
business, to 20 HP fully automated
E-scrap destruction systems. All of
our Hard Drive Shredders can be
equipped for mobile on-site shredding,
giving you the option to shred at your
place…or theirs!

Securely Shred SSDs
and Rotary HDs

Don’t forget about Allegheny’s
SelecShred™ Hard Drive Shredder!
Manufactured with a split head cutting
assembly, this shredder allows for solid
state drives and rotary hard drives, as

well as cell phones, USB drives,
CD’s, and many other e-scrap
products to be destroyed on the
SAME machine.

We’ll help get you started!

Don’t fall behind the times! Our
experts will help you launch your
own hard drive destruction service
right away, so you can reap the
benefits of this growing and critical
niche in information destruction.

call us today

800-245-2497

alleghenyshredders.com

12HD20 SELECSHREDTM
HARD DRIVE SHREDDER

http://www.alleghenyshredders.com

© 2017 Allegheny Paper Shredders Corporation

Old William Penn Hwy E, Delmont, PA 15626
■ 800-245-2497 toll free
alleghenyshredders.com
Old William Penn
Hwy East, Delmont PA 15626
■

©2016 Allegheny Paper Shredders
Corporation
http://www.alleghenyshredders.com
alleghenyshredders.com
800-245-2497
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Recycler Reaches
One Billion Pounds
of Waste

Continued from page 1

“In addition, recycling offers numerous
environmental and economic benefits, including
diverting materials from landfills, using less
energy to reprocess recycled material - which
reduces emissions - and creating jobs,” the
announcement said. “EPA’s 2016 Recycling
Economic Information (REI) Report found that
recycling supports more than 757,000 jobs and
$6.7 billion annually in tax revenues.
“Education and outreach is a key pillar
to improving recycling rates and reducing
contamination in our recycling stream,” Portman
said. “Reports have indicated that one-third
of materials that households put into their
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recycling bins end up in landfills and are not
actually recycled. This is in part because there is
confusion about what can actually be recycled,
which leads to contamination of materials that
could otherwise be recycled but instead are
landfilled. Education is a key component in both
increasing the amount of material that is being
recycled and ensuring that the material being
put into community and residential recycling
programs is actually being recycled.”
Stabenow said that to improve recycling
rates across the country, local communities must
have the right tools to recycle in an effective way.
Wyden said “a little bit of clarity will go
a long way towards helping the conscientious
consumer and strengthening domestic recycling
markets. Recycling is in Oregon’s DNA, dating
back to our state’s pioneering bottle bill. But with
so many things to sort and constantly evolving
rules, recycling often becomes a headache for
even the most seasoned or best‑intentioned
consumer.”

J

anesville, Wisc. – A Wisconsin-based
company has recycled over 1 billion
pounds of electronics and universal waste,
WCLO.com reports.
Universal Recycling Technologies (URT)
said in an announcement that one billion pounds
is approximately forty thousand school buses or
seventy-seven thousand elephants. URT says
it reached the billion-pound mark by staying
ahead of international market dynamics and
implementing innovative cleaning technologies.
According to its website, the company
owns and operates five facilities in four states
– Wisconsin, Oregon, New Hampshire and
Texas. As a full-service IT asset disposition
and equipment recycler, URT provides
complete transparency with secure collection,
transportation, data destruction and certified
recycling processes. The company has eStewards
certification, the Standard for Responsible
Recycling and Reuse of Electronic Equipment,
as well as ISO-14000-2015 and ISO-9000-2009
certifications.

Failure to Report HIPAA Breach Costs
Sentara $2.175 Million

I

n November, Sentara Hospitals (Sentara), settled with the Office for Civil Rights (OCR) for
$2.175 million for failing to properly notify OCR and the affected individuals of a breach of
unsecured PHI, reports a National Law Review article.
Sentara, which has 12 acute care hospitals with more than 300 sites of care throughout Virginia
and North Carolina, had mailed patient billing statements to the incorrect addresses. The billing
statements included patient names, account numbers, and dates of services.
In April of 2017, HHS received a complaint alleging that Sentara had sent a bill to an individual
containing another patient’s protected health information (PHI). OCR’s investigation determined
that Sentara mailed 577 patients’ PHI to wrong addresses but reported this incident as a breach
affecting 8 individuals.
The Health and Human Services statement regarding the breach notes that “Sentara concluded,
incorrectly, that unless the disclosure included patient diagnosis, treatment information or other
medical information, no reportable breach of PHI had occurred. Sentara persisted in its refusal
to properly report the breach even after being explicitly advised of their duty to do so by Office for
Civil Rights (OCR). OCR also determined that Sentara failed to have a business associate agreement
in place with Sentara Healthcare, an entity that performed business associate services for Sentara.”
According to the National Law Review article, written by Jennifer J. Hennessy and Kelly
Thompson, attorneys with Foley & Lardner LLP, Sentara’s decision hinged on the HIPAA Breach
Notification Rule’s “low probability of compromise” standard when it failed to notify all affected
individuals and report the HIPAA breach. A low probability of compromise determination means
the covered entity is not required to notify the affected individual(s) or OCR under HIPAA’s Breach
Notification Rule, the authors said.
OCR also cited Sentara for not reporting the breach within the required timeframe, another
result of Sentara applying the low probability of compromise standard. In addition to the $2.175
million settlement, Sentara entered into a resolution agreement and corrective action plan which
includes two years of monitoring and an ongoing requirement to provide the OCR with an evaluation
of each potential unauthorized acquisition, access, use or disclosure of PHI within 15 days of such
determination, whether or not the incident rises to the level of a reportable breach. The resolution
agreement and corrective action plan may be found at https://www.hhs.gov/hipaa/for-professionals/
compliance-enforcement/agreements/sentara/index.html.
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HHS Raises Civil Monetary
Penalties Under HIPAA

T

he Department of Health and Human Services (HHS) has
increased civil monetary penalties for HIPAA violations to
reflect required annual inflation-related increases. The updated
penalties were published in the Federal Register on November 5, 2019.
Under the new rules, penalties for pre-February 18, 2009 violations
of HIPAA’s administrative simplification provisions have increased to
$159 per violation, with a $39,936 cap per calendar year.
Penalties for violations occurring on or after February 18, 2009,
where it is established that the covered entity or business associate did
not know and could not reasonably have known of the violation, are
now a minimum of $117 and a maximum of $58,490. If it is established
that the violation was due to reasonable cause and not willful neglect,
the minimum per violation increases to $1,170, with the maximum
remaining at $58,490.
Where it is established that a violation was due to willful neglect but
was corrected during the 30-day period running from the date the entity
knew or should have known the violation had occurred, the penalties
per violation are a minimum of $11,698 and a maximum of $58,490.
If the violation was due to willful neglect and not corrected during the
30-day time period, the penalties per violation are $58,490 (minimum)
and $1,754,698 (maximum). For all of these situations, the calendar year
cap is $1,754,698.
The penalty increases, which were made in accordance with the
Inflation Adjustment Act are calculated using the percent increase in the
Consumer Price Index for all Urban Consumers (CPI–U) for the month
of October of the year in which the amount of each civil penalty was
most recently established or modified.

www.bomaccarts.com
sales@bomaccarts.com

HIGH
PERFORMANCE
SHREDDERS

Let us design a shredding system to meet your specific needs. Solving problems and creating opportunities processing
a wide range of materials is what we do best. Everything from e-waste, metals, tires, confidential documents, medical
waste, plastics, wood and packaged products can be destroyed, size reduced and separated.
Contact us today:

Research & Development
Engineering
Manufacturing
Parts and Service

www.shred-tech.com

1.800.465.3214
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2019-2020 Buyers’ Guide Directory
category listings

Baler
Manufacturers

Advanced Equipment
Sales
Ameri-Shred Corp
American Baler Co
BACE
Balemaster USA
BE Equipment Inc
Harris
International Baler Corp
IPS Balers Mfg
Maren Engineering
Corp
Waste Processing
Equipment, Inc

Baling Wire
& Strapping
Systems

Advanced Equipment
Sales
BE Equipment Inc
Cavert Wire Co, Inc
Coastal Wire Co
Eastern Wire Products
Wire Industries LLC

Business
Consultants,
Employment
Services & Drug
Screening
CSR Professional
Services Inc
Greeneye Partners LLC
Inquire Hire
K-2 Partners, LLC
Lane-Link Group, Inc
Shotgun Capital
Advisors LLC

Conveyors &
Moving Floor
Systems

Advanced Equipment
Sales
Ameri-Shred Corp
Cresswood Shredding
Machinery
Harris
KEITH Mfg Co

Document
& Product
Destruction
Services

AMS Store and Shred LLC

Document
Storage
Containers /
Collection Cart

American Contianer
Equip & Supplies Inc
Big Dog Shred Bins USA
Bins4Shredding
Bomac Carts
CONF Industries, S.r.L
Guardian Containers
IPL Inc
Jake, Connor & Crew Inc
MOD-Meese Orbitron
Dunne Co
Rapid Distributing
Schaefer Systems Intl

Dust Control
Systems

Advanced Equipment
Sales
Ameri-Shred Corp
Nordfab Ducting
Ohio Blow Pipe

Electronics
Recyclers

AMS Store and Shred LLC
Clover Environmental
Solutions
Ex-It Technologies
ZRG Inc

Fire Protection
Systems, Vaults
& Fire Prevention
Services
Advanced Equipment
Sales
Critical Systems
Fire Protection Intl
Consortium
Firelock Fireproof
Modular Vaults
FLAMEX, Inc

Hard Drive
Destroyers

Data Security Inc
DestructData Inc
eDR Solutions LLC
Garner Products Inc
GigaBiter

HIPAA
Compliance
Training

Prime Compliance

Insurance
Providers

Downstream Data
Coverage
EMPLOYERS

Leasing
Companies

Intek Truck & Equipment
Leasing
Trans Lease, Inc

Marketing,
Advertising,
Website
Development &
Online Services
NetGain

Merger &
Acquisition
Firms

Bonefish Capital
IG2
K-2 Partners, LLC
Lane-Link Group, Inc
Shotgun Capital
Advisors LLC
Waterfront Capital, Inc

Rack Storage
Systems

DACS, Inc
Elite Storage Solutions

Repair Services
(Balers &
Shredders)
Advanced Equipment
Sales
CMB Commercial
Shredder Repair, LLC
Dun-Rite Tooling
Pacific Coast Shredder
Repair Co
Shred Supply

Routing, Billing
& Inventory
Software
BitRaser-Stellar Data
Recovery Inc
DesertMicro
DHS Worldwide
Software Solutions
DocuData Software
eRouteIt
EZshred Software
Systems

Security Locks
& Alarm
Systems
Babaco Alarm Systems
Lock America
International
The Wilson Bohannan
Lock Co

Security, Safety,
Loss Prevention
& Risk
Management
Specialists

Baker Security Group, LLC

Shred Truck
Manufacturers
& Dealers
Alpine Shredders Ltd
Ameri-Shred Corp
Shred-Tech
Shredfast, Inc
ShredSupply
UltraShred LLC
Vecoplan LLC

Shredder
Manufacturers
(Plant-based)

Advanced Equipment
Sales
Allegheny Shredders
Ameri-Shred Corp
American Pulverizer Co
Cresswood Shredding
Machinery
Cumberland Recycling
Jordan Reduction
Solutions
Security Engineered
Machinery Co
Shred-Tech
UNTHA America
Vecoplan LLC
WEIMA America, Inc

Shredder Wear
Parts
Dun-Rite Tooling
ShredSupply
Tryco Manufacturing
Co

X-ray Film
Recycling &
Processing

AMS Store & Shred LLC
Commodity Resource
& Environmental Inc
Pyromet
Rochester Silver Works
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A

Advanced Equipment Sales
Souderton, PA
(215) 723-7200
www.advancedequipmentsales.com

Allegheny Shredders

Delmont, PA
(800) 245-2497 / (724) 468-4300
www.alleghenyshredders.com

Alpine Shredders Limited
Kitchener, ON Canada
(866) 246-5634
www.AlpineShredders.com

Ameri-Shred Corp
Alpena, MI
(800) 634-8981
www.ameri-shred.com

BE Equipment Inc
Quakertown, PA
(215) 536-0700
www.beequipment.com

Big Dog Shred Bins USA
Lakeside, CA
(855) 792-4050
www.bigdogshredbins.com

Bins4Shredding

Barrie, ON Canada
(855) 792-4050
www.bins4shredding.com

BitRaser-Stellar Data
Recovery Inc
Metuchen, NJ
(844) 775-0101
www.bitraser.com

(800) 843-7512
www.americanbaler.com

AMS Store and Shred LLC
Lake in the Hills, IL
(800) 262-2344
www.amsstoreandshred.com

B

Babaco Alarm Systems
Moonachie, NJ
(800) 283-2222
www.babaco.com

BACE

Charlotte, NC
(877) 506-2223
www.bacecorp.com

Baker Security Group, LLC
State College, PA
(814) 321-3102
www.bakersecuritygroup.com

Balemaster USA
Crown Point, IN
(219) 663-4525
www.balemaster.com

DocuData Software

Georgetown, SC
(843) 527-1600

Commodity Resource
& Environmental Inc (CRE)
Burbank, CA
(818) 843-2811
www.creweb.com

CONF Industries, S.r.L
Travagliato (BS), Italy
011-039-030-6863617
www.confindustries.it

Critical Systems

American Contianer
Equipment & Supplies Inc

St. Louis, MO
(314) 781-6100
www.ampulverizer.com

Coastal Wire Co

Fuquay-Varina, NC
(919) 577-6714
www.cmbcommercialshredderrepair.com

Cortland, IL
(800) 962-7302
www.cresswood.com

Bellevue, OH

American Pulverzier Co

DHS Worldwide
Software Solutions

Cresswood Shredding
Machinery

American Baler Co

Marietta, GA
(770) 971-6042
www.acesllcusa.com

CMB Commercial Shredder
Repair, LLC

Louisville, KY
(502) 231-2402
www.critical-systems.net

Bomac Carts

201 Badger Parkway
Darien, WI 53114
(262) 882-5000
Cindy Lapidakis
sales@bomaccarts.com
www.bomaccarts.com
Heavy-duty utility carts are our specialty.
From Recycling, Manufacturing, Shipping/
Receiving, Commercial Laundry and
Mailrooms, our offerings meet a broad
range of uses in many industries.
See ad on pg 4

Bonefish Capital

Dallas, TX
(214) 347-0780
www.bonefishcapital.com

C

Cavert Wire Company, Inc
Rural Hall, NC
(800) 969-2601
www.cavertwire.com

Clover Environmental
Solutions
Hoffman Estates, IL
(815) 431-8100
www.clovertech.com
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CSR Professional
Services Inc
Jensen Beach, FL
(772) 225-0007
www.csrps.com

Cumberland Recycling
New Berlin, WI
(262) 641-8600
www.cumberland-plastics.com

D

DACS, Inc

Portsmouth, VA
(757) 393-0704
www.dacsinc.com

Data Security Inc

Lincoln, NE
(402) 434-5959
www.datasecurityinc.com

DesertMicro

Jacksonville, FL
(904) 247-4285
www.desertmicro.net

DestructData Inc
Dover, NH
(978) 291-0266
www.destructdata.com

Orange Park, FL
(800) 377-8406
www.dhsworldwide.com

Montreal, QC Canada
(866) 789-2789
www.docudatasoft.com

Downstream Data
Coverage

(877) 710-2498
www.downstreamdata.com

Dun-Rite Tooling

Cortland, IL
(800) 209-3145
www.dun-ritetooling.com

E

Eastern Wire Products
Jacksonville, FL
(800) 351-8138
www.eastern-wire.com

eDR Solutions LLC
Greenville, SC
(864) 672-4210
www.edrsolutions.com

Elite Storage Solutions
Irvine, CA
(949) 757-1377
www.elitestoragesolutions.com

EMPLOYERS

Reno, NV
(888) 682-6671
www.employers.com

eRouteIt

Lincoln, NE
(402) 261-4067
www.erouteit.com

Ex-It Technologies

Naples, FL
(239) 596-2254
www.exittechnologies.com

EZshred Software Systems
Kirtland, OH
(877) 392-7123
www.ezshred.com

F

Fire Protection Intl
Consortium

Concord, CA
(925) 825-4643
www.globalfireprotection.com

2019-2020 Buyers’ Guide
COMPANY INDEX

Firelock Fireproof
Modular Vaults
Kutztown, PA
(610) 756-4440
www.firelock.com

FLAMEX, Inc

Greensboro, NC
(336) 299-2933
www.sparkdetection.com

G

Garner Products Inc
Roseville, CA
(916) 784-0200
www.garner-products.com

GigaBiter

Quakertown, PA
(484) 681-5084
www.gigabiter.com

Greeneye Partners LLC
Apple Valley, MN
(707) 843-1632
www.greeneyepartners.com

Guardian Containers

IPL Inc

St-Damien, QC Canada
(418) 789-2880
www.ipl-plastics.com

IPS Balers Mfg
Baxley, GA
(800) 280-2313
www.ipsbalers.com

J

Jake, Connor & Crew Inc
Kitchener, ON Canada
(877) 565-5253
www.jakeconnorandcrew.com

Jordan Reduction Solutions
Birmingham, AL
(888) 733-8248
www.jordanreductionsolutions.com

K

K-2 Partners, LLC
Villanova, PA
(215) 690-1133
www.k-2partners.com

Gardena, CA
(310) 217-1533
www.guardiancontainers.com

Oakbrook, IL
(630) 473-6602
www.ig2data.com

Intek Truck &
Equipment Leasing
Roseland, NJ
(973) 403-7788
www.intekleasing.com

Inquire Hire

Davenport, IA
(563) 323-5922
www.inquirehire.com

International Baler Corp
Jacksonville, FL
(800) 231-9286
www.intl-baler.com

Southlake, TX
(817) 421-5940
www.shotguncapital.com

Maren Engineering Corp
South Holland, IL
(800) 875-1038
www.marenengineering.com

MOD-Meese Orbitron
Dunne Co
Ashtabula, OH
(800) 772-7659
www.meeseinc.com

N

NetGain

Barrie, ON Canada
(888) 797-2455
www.netgainseo.com

Nordfab Ducting
Reno, NV
(866) 652-1588
www.nordfab.com

Newark, CA
(877) 434-9747
www.pcsrco.com

Cordele, GA
(229) 273-2500
www.harrisequip.com

Shotgun Capital Advisors

M

Pacific Coast Shredder
Repair Co

Harris

IG2

Corona, CA
(800) 422-2866 / (951) 277-5180
www.laigroup.com

P

H

I

Lock America International

Prime Compliance

Shred-Tech

295 Pinebush Road
Cambridge, ON N1T 1B2 Canada
(800) 465-3214
shred@shred-tech.com
www.shred-tech.com
Shred-Tech® is globally recognized for
designing and manufacturing first‑class
reduction systems and shredding
machinery to cost-effectively meet your
waste reduction and recycling needs.
See ad on pg 4

Shredfast, Inc

Airway Heights, WA
(509) 244-7076
www.shredfast.com

ShredSupply

Airway Heights, WA
(866) 520-8762
www.shredsupply.com

T

(616) 893-8243
www.thehipaaman.com

KEITH Mfg Co

PO Box 1
Madras, OR 97741
(800) 547-6161 / (541) 475-3802
sales@keithwalkingfloor.com
www.keithwalkingfloor.com
The KEITH WALKING FLOOR unloading
system increases efficiency in the mobile
document destruction environment.
Installed in a shred truck, the moving
floor system stores shredded documents
and automatically unloads them once
the truck reaches a secure location.
Unloading time is under five minutes
and no tipping is needed.
See ad on pg 10

L

Lane-Link Group, Inc
Heath, TX
(972) 772-5680
www.lane-link.com

Pyromet

Aston, PA
(610) 497-1743
www.pyromet999.com

R

Rapid Distributing

Grandville, MI
(616) 791-4747
www.rapiddistributing.com

Rochester Silver Works
Rochester, NY
(585) 743-1624
www.rochestersilverworks.com

S

Security Engineered
Machinery Co
Westboro, MA
(800) 225-9293
www.semshred.com

Trans Lease, Inc

4475 E 74th Ave #103
Commerce City, CO 80022
(877) 600-6423 / (303) 301-7651
Terry Lee, Business Development Mgr
tlee@transleaseinc.com
www.transleaseinc.com
Our vision at Trans Lease is to provide
you with the means to capture and grow
expanding markets through our ability to
provide financial choices and personal service. Since 1991, Trans Lease has expanded,
doing business in all 50 states plus Canada
and Puerto Rico, with a lease fleet of more
than 5,000 units.
See ad on pg 11

Security Shredding News Winter 2019-2020

7

2019-2020 Buyers’ Guide
COMPANY INDEX

T Continued

Tryco Manufacturing Co

V

W

Wire Industries LLC
Stockbridge, GA
(770) 507-5700
www.wireindustriesllc.com

Waste Processing
Equipment, Inc

Decatur, IL
(217) 864-4541

Rainsville, AL
(256) 638-6355
www.maxpakbalers.com

U

Z

Waterfront Capital, Inc

UltraShred LLC
Spokane Valley, WA
(877) 468-5872
www.ultrashred.com

Vecoplan LLC

UNTHA America

Hampton, NH
(603) 601-2304
www.untha-america.com

PO Box 7224
High Point, NC 27264
(336) 861-6070
Bob Gilmore
info@vecoplanllc.com
www.vecoplanllc.com
Vecoplan engineers, manufactures, and
provides parts and service on a range
of shredders and systems for processing
medical waste, destroying confidential
records, and recycling scrap. An integral
component in turnkey waste sterilization systems, our machines are used to
shred sharps, textiles, plastics, and for red
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HIPAA Compliance for
Non-Covered Entities

A

ccording to a JDSupra.com article authored by the Compliancy
Group, advances in technology and the increasing use of business
associates in the healthcare industry are two trends that are closing
the gap between Covered and Non-Covered Entities under HIPAA law.
HIPAA defines covered entities as health plans, health providers,
and healthcare clearinghouses and clearly names them as subject to its
regulatory scheme. By definitions, non-covered entities are not subject to
HIPAA regulations. Although applications (“apps”) and consumer devices
that collect protected health information, and the vendors that manufacture
them, do not meet the definition of a “covered entity” under HIPAA, the
data essentially is the same, the Compliancy Group explains.
The article goes on to describe changes underway, noting that concerns
about patient privacy and breaches of health care data on the rise while
the devices and applications (“apps”) for collecting healthcare information
proliferating. In response, organizations such as eHealth Initiative
Foundation are calling for non-covered entities to be placed under stricter
scrutiny under at the federal (HIPAA) level.
Under HIPAA rules, any business associate of a covered entity that
handles Protected Health Information (PHI) must spell out how they
safeguard that information. So, they must have a business associate
agreement (BAA) in place. If PHI is handled through an app or device,
then by definition, the app or device must be properly secured and privacy
safeguards must
be implemented with respect to it. However, if the app or
2019
device is not provided by a vendor acting as a business associate of a HIPAA
Security
Storage
News
covered entity,
HIPAAShreddiong
Rules do not &
apply.
A huge
number of vendors
that are not Combo
business associates, are the entities that are manufacturing
the apps and Half
devices,
the JD Supra
article explains,
Horizontal
- 8-3/8”
x 5-1/8”adding that healthcare
organizations are faced with a privacy conundrum because often it is hard
to make a distinction whether a vendor, and whether the devices and apps
are offered “on behalf of ” the covered entity.
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HIPAA Security Conference
Highlights Enforcement Priorities
www.youtube.com/keithmfgco

W

ashington, D.C. – Going into 2020, the Office of Civil Rights
(OCR) is expected to turn its regulatory focus to the HIPAA
Right of Access provision, according to an article published by
the law firm, Hogan Lovells in Chronical of Data Protection.
The agency’s changing priorities were top among the topics discussed
at the annual HIPAA security conference held in October. The conference
was co-hosted by National Institute of Standards and Technology (NIST)
and the Office for Civil Rights (OCR) in the Department of Health and
Human Services (HHS).
Speakers covered health privacy and security enforcement trends,
emerging threats, and new tools. The following areas were highlighted in
the Hogan Lovellis article:

Right to Access

T

he agency is moving away from frequent enforcement on laptops and
encryption towards enforcement related to HIPAA Right of Access
and hacking cases, OCR Director Roger Severino explained. He also noted
that HIPAA cases are chosen based on perceived importance and message,
not monetary targets for investigations and settlements.
Patients expect healthcare providers to safeguard their Protected
Health Information (PHI) and to make access to the information as easy
as possible. Severino indicated that OCR is stepping up HIPAA Right
of Access enforcement. This was illustrated in September when Bayfront
Health St. Petersburg settled with OCR following a complaint from a
parent who struggled to get records related to her child’s care.

Emerging breach trends

A

n increasing number of breaches are related to hacking/IT incidents,
lead by phishing and network attacks. OCR reported that hacking/IT
breaches made up 61% of reported breaches of 500 or more individuals
during the first three quarters of 2019. This was a dramatic increase (more
than double) over the last 10 years. Breaches of network servers and email
(65%) are on the rise, while laptops and theft of PHI, once frequent sources
of breaches, are less common now, thanks to encryption and improvements
in safeguards and awareness.

Breach notification

T

he OCR speakers stressed timely and appropriate responses to
breaches and complaints, reminding the audience that the standard
for breach notifications is “without unreasonable delay” from the time
of discovery, regardless of how long it takes to conduct the forensics
investigation and prepare to notify individuals. If notice can be made
without unreasonable delay prior to 60 days, in the view of the agency,
notice should be provided earlier, as expeditiously as possible, rather than
waiting until day 60.

Business associate agreements

O

CR emphasized that many HIPAA-regulated entities continue to lack
appropriate business associate agreements. This can lead to other
violations such as a failure to respond appropriately to Right of Access
requests or insufficient cooperation with OCR.

Privacy framework and tools

N

www.keithwalkingfloor.com

10 Security Shredding News Winter 2019-2020

IST is working on an aligned Privacy Framework to help organizations
integrate privacy risk management into their operations so they meet
regulatory requirements. Meanwhile, developers are making improvements
to HHS’s Security Risk Assessment Tool based on feedback received
during 2019.
The National Committee on Vital and Health Statistics has developed
a framework for protecting health data outside the HIPAA context. In the
works are recommendations for federal standards for health information
security and privacy for health data registries, mobile device manufacturers,
and mobile app creators, in addition to consumer guidance on direct-toconsumer genetic testing that is not protected by HIPAA.
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Smart secure destruction companies know Data Security and Regulatory Compliance are the only
proven way to achieve consistent, sustainable service revenue. They also know that NAID – as the most
trusted and recognized authority on both – is where to turn.
It’s not too late, but the next generation of data security regulations is coming fast. Don’t wait.
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